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COJEPXKAHUE

AHHOTALIUA

OBIIAA XAPAKTEPUCTUKA ITPOD®ECCHUOHAJIBHOI'O MOJYJIA
CTPYKTYPA 1 COAEPXXAHUE I[TPOOECCHUOHAJIbBHOI'O MO VYJIA
YCJIOBYA PEAJIM3ALNA [TPOPECCHUOHAJIBHOI'O MO VY JIA
KOHTPOJIb U OUEHKA PE3VJIbTATOB OCBOEHUA
[TPOPECCHUOHAJIBHOI'O MOV IJIA

abhwpnE



1. AHHOTALMS

[Ipodeccronansublii Mmonyns [IM.01 Beinonnenne padoT o mpoeKTHPOBAHUIO
ceTeBOM  MHOPACTPYKTypbl ~ OTHOCHUTCS K  Npo(EecCHOHATbHOMY  IHKIY
npoecCHOHANbHOW MOATOTOBKM 1O HporpaMMe MOJATOTOBKH  CIIELIMAIMCTOB
cpennero 3BeHa (nmanee IIIICC3) cnenuansHoctu 09.02.06 CereBoe W CHUCTEMHOE
aIMUHHUCTPUPOBAHUE.

C uenpio OBIAJACHUS YKa3aHHBIM BUJIOM MPOPECCUOHAIBLHON AEATENbHOCTU U
COOTBETCTBYIOIIMMH  MPOPECCUOHAILHBIMA ~KOMIMETCHIUSIMU CTYACHT B XOJAE
OCBOEHHS TPOPECCHOHATBHOIO MOYJISI JOJKEH:

UMETh TPAKTUUECKUN OMBIT:

— MPOEKTHUPOBAHUS APXUTEKTYPHI JIOKATHHOW CETH B COOTBETCTBUU C MTOCTaBIECHHOM
3aJa4ei;
— YCTAaHOBKM M HAaCTPOMKH CETEBBIX NPOTOKOJIIOB M CETEBOr0 OOOPYIOBaHUSA B

COOTBETCTBUHU C KOHKPETHOM 3a/1a4ei;

— BbIOOpa TEXHOJIOTMHU, MHCTPYMEHTAIBHBIX CPEJCTB MPHU OpraHu3ali Ipolecca

UCCIICIOBAHUS OOBEKTOB CETEBOW HHPPACTPYKTYPHI;

— obecrieueHrs 0€30MacHOrO XpaHEHUs W mepenadyud MHGOpMalUU B JIOKAIbHOU

CETH;

—  HCIIOJIb30BAHMS CIIENMAIBLHOTO IPOrPaMMHOI0 O0ecreueHus Uil MOJCITUPOBaHMS,

MPOCKTUPOBAHUS U TECTUPOBAHUS KOMITbIOTEPHBIX CETEH.

O6mmit 06beM yueOHON Harpy3ku 1o Mpo(ecCHOHaIbHOMY MOJYJIIO COCTABIISIET
923 uaca, Harpy3ka BO B3aUMOJICMCTBHM C TMpernoaaBaTeieM cocraBisier 434 yaca,
CaMOCTOSITEIbHOM PabOThI — 69 yacos.

Conepxanue npodeCcCHOHAIBHOTO MOIYJS BKJIIOYACT W3YYEHHUE CIEMYIOIIUX
pa3esioB:

M/K.01.01 KommberoTepHsie ceTH.

Tema 1. BBeeHue B ceTeBble TEXHOJIOTHH.

Tewma 2. [IpuHIUIIBI MapUIIPYTU3ALUU 1 KOMMYTALIUH.

MJIK.01.02 Opranuzaiys, OPUHIMIBI TOCTPOSHUS U (YHKIIMOHHUPOBAHMS
KOMIIBIOTEPHBIX CETEM.

Tema 1. Mapmipyruzanus 1 komMmyTaiusa. MacirabupoBaHue ceTei.

Tema 2. CoequHeHue ceTeil.

Texymuii KOHTPOJIb MPOBOAUTCA B (POpPME OLIEHKH TECTUPOBAHUS, PELICHUS
CUTYallUOHHBIX 33/1a4 ¥ BBITIOJHEHUS MTPAKTUYECKUX PaOOT.

dopMma MPOMEKYTOUHON aTTecTaluu — IupPepeHunpoBaHHBIA 3a4€T, IK3AMEH,
KBATM(UKAIIMOHHBIN HK3aMEH.



2. OBIIASI XAPAKTEPUCTUKA NMPO®ECCHUHOHAJIBHOI'O MOAYJIAA
2.1. Mecto npogeccHoHATBHOI0 MOAYJISl B CTPYKTYpe NMPOrpaMMbl MOATOTOBKH
CIEeNUAJINCTOB CPeAHero 3BeHa: npodeccuoHaibubii Moaynb [IM.01 Breimonnenue
paboOT 1O  MPOEKTUPOBAHMIO  CETEBOM  HMHPPACTPYKTYpPhl ~ OTHOCUTCS K
npodeccuoHaIbHOMY YUeOHOMY HUKITY TPO(eCcCHOHANBHOM MOATOTOBKHU MPOrpaMMBbl
IOATOTOBKM  CIIEIMAIMCTOB CPEOHEr0 3BE€HA MO CIEHHAIBHOCTH CPEOHETO
podhecCuOHATBHOTO o0Opa3oBaHUs 09.02.06 CereBoe u CUCTEMHOE
aIMHUHUCTPUPOBAHHUE.

2.2. lleqb ¥ IUIaHMpPYeMbIe Pe3YJbTAThI OCBOCHHUS NP 0P ecCHOHATBLHOI 0 MOLYJIS
B pesymbrare wusydeHus mnpodecCHOHATBHOTO MOMYJS OOYYarOIIMICS TOJDKEH
OCBOUTH BHJI JIEATEIHLHOCTH: BpIMONHEHHE pabdOT MO MPOCKTUPOBAHUIO CETEBOU
MHOPACTPYKTYPhI U COOTBETCTBYIONINE eMY MPodeccroHaIbHbIE KOMIETEHIUU:

Kon HaumenoBanue pesynbrara 00yueHus

B/I. BrimonHeHne paboT 110 TPOSKTUPOBAHMIO CETEBOM HH(PPACTPYKTYPHI.

IIK 1.1 | BINOAHATH MPOSKTHUPOBAHUE KaOEIbHON CTPYKTYPhI KOMITBIOTEPHOM CETH. .

[IK 1.2 | OcymiecTBasTh BBIOOP TEXHOJOTHH, HWHCTPYMEHTAJIbHBIX CPEACTB U
CPEICTB  BBIUHUCIUTEIBHOM TEXHHKM TIpd OpraHu3aluu Ipolecca
pa3pabOTKH U UCCIeI0BaHUSI OOBEKTOB MPOPECCUOHANBHOMN 1€ATEIbHOCTH.

[IK 1.3 | OGecnieunBath 3amury UWHGOpPMAIIMM B CETU C  HUCIOJIb30BAaHUEM
MIPOrPaMMHO-AIaPaTHBIX CPEJICTB.

IIK 1.4 | [IpunuMaTe y4acTue B HPHEMO-CIATOYHBIX HMCIBITAHUSIX KOMIIBIOTEPHBIX
CeTel M CEeTeBOro 0OOPYIOBaHMSI PA3IMYHOIO YPOBHS U B OLIEHKE KayecTBa
¥ DKOHOMHUYECKOU 9PPEKTUBHOCTH CETEBOM TOMOJIOTHH.

[IK 1.5 | BeimonssTh TpeOOBaHMS HOPMATUBHO-TEXHUYECKON JOKYMEHTAIINH, UMETh
ONBIT OPOPMIICHUS TPOCKTHOM JOKYMEHTAIUH.

OcBoeHnue mpodeccuoHaIbHOIO MOJYJS HAMpaBJICHO Ha pa3BUTHE  OOIIMX
KOMITCTCHIIN:

Kon HanmenoBanue pe3yabTata 00y4eHUs

OK.01 | Beibuparh croco0Obl pemreHust 3ajiad MmpodecCUOHANIbHON AesTeIbHOCTH,
MPUMEHUTENBHO K Pa3TUIHBIM KOHTEKCTaM.

OK.02 | OcymiecTBisTh TMOWCK, aHAIW3 MW HHTEpIpeTaluio  HHdOpMaIuu,
HEOOXOAMMOM JIJIsl BBITTOJTHEHUS 33,124 PO eCCHOHABHON e TEIbHOCTH.

OK.03 |I[lmanupoBaTh ¥ pealn30BbIBaTH COOCTBEHHOE NpodeccCHOHATLHOE W
JUYHOCTHOE Pa3BUTHE.

OK.04 | PaGotarp B KOJIEKTHBE M KoMaHze, 3((EKTHBHO B3aMMOJEHCTBOBATH C
KOJUIEraMu, PyKOBOJICTBOM, KIIMEHTAMH.

OK.05 | OcymiecTBiaATh  YCTHYIO M TNHUCbMEHHYIO  KOMMYHHKAlUIO  Ha
TOCYJapCTBEHHOM SI3BIKE C YYE€TOM OCOOEHHOCTEH COIMAJIbHOTO U
KYJIbTYPHOTO KOHTEKCTA.

OK.06 |IIposBisTH TIpaskJIaHCKO-TIATPUOTUYECKYIO TMO3ULIHI0, JIEMOHCTPUPOBATH
OCO3HAHHOE IMOBEICHWE HAa OCHOBE TPAJUIMOHHBIX OOIEYEeTIOBEUECKUX
LIEHHOCTEW, PUMEHSTh CTAHAAPTHI aHTUKOPPYIIIMOHHOTO ITOBEICHUSI.




OK.07 | CozneiicTBOBaTh COXPAHEHUIO OKPYXKAIOIIEH Cpelbl, pecypcocOepekeHHuIo,
3¢ HEKTUBHO IEHCTBOBAThH B UPE3BBIYANHBIX CUTYAIIUSX.

OK.08 | Ucnonb3oBaTh cpeactBa (U3MYECKON KyIbTYpbl JUISI COXpPAaHEHUS U
YKpEIUJICHUsI 3JI0pOBbsl B Tpoliecce MpoPecCUOHATLHON JIESITEIbHOCTH U
Mo/JIep>KaHusi HeOOXOAUMOTO YPOBHS (DU3UUYECKON MOATOTOBJICHHOCTH.

OK.09 | Ucnonmp3oBaTh HH(POPMALIMOHHBIE TEXHOJOTHH B MPO(ecCHOHATBLHOMI
JeSITeTbHOCTH.

OK.10 | [Tonb3oBaThCsi mpoecCHOHATBEHOM TOKYMEHTAIMEH Ha TOCYJTAPCTBEHHOM U
WHOCTPAaHHOM SI3BIKAX.

OK.11 | Ucnonb3oBaTh 3HaHUS 1O (PUHAHCOBOM TI'PAaMOTHOCTH, IUIAHUPOBATH
IPEeITPUHUMATENBCKYIO JISITEIbHOCTh B MPOJECCHOHAILHOM cepe.

Pe3yabTaThl 00yuenusi (3HAHMSI, YMEHHUS, IPAKTUYECKHH OIBIT)
B pesynpTare ocBoeHUs MpodecCHOHATFHOTO MOTYJISl 00 YUAFOIIUICS JIOJDKEH:

UMETh — TPOEKTUPOBAHUS aPXUTEKTYPhI JOKAJTBbHOW CETU B COOTBETCTBUM C
NPaKTUYECKUH | TOCTABJICHHOM 3a/1a4€H;
OIIBIT — YCTAaHOBKM M HACTPOMKH CETEBBIX MPOTOKOJIOB U CETEBOrO

000pyI0BaHUS B COOTBETCTBUN C KOHKPETHOM 3a/1a4eii;

— BbIOOpa  TEXHOJIOTUHM, HWHCTPYMEHTAJIbHBIX  CPEICTB  IIPH
OpraHu3allud  Tpollecca  HUCCIENOBaHUA  OOBEKTOB  CETEBOM
UH(PPACTPYKTYPHI;

— o0ecrieyeHus1 0€30IIaCHOr0 XpaHEHUs W Tepenayr uHhopMaru B
JIOKAJIbHOM CEeTH;

— UCIOJIb30BaHUS CHEIUATLHOTO MPOrPaMMHOTO OOECTICUeHUs ISt
MOJICTIMPOBAaHMSI, TTPOCKTUPOBAHUS W TECTUPOBAHUS KOMITBIOTEPHBIX
CEeTeM.

YMETh — IPOEKTUPOBATh JOKAIbHYIO CETh, BEIOMPATh CETEBbIE TOMOJIOTUY;

— HCMOJb30BaTh MHOTO(YHKIMOHAIBHBIE MPUOOPHI MOHHMTOPUHTA,
IPOrpaMMHO-aNIapaTHbIE  CPEACTBA  TEXHUYECKOIO0  KOHTPOJS
JIOKAJIbHOU CETH.

3HATh — O0mmMe TPHUHIUIBI TOCTPOCHUS CETEeH, CETeBBIX TOMOJOTHH,
MHorociorHoi moaem OS], TpeboBaHu K KOMITBIOTEPHBIM CETSIM;

— apXUTEKTYpy NPOTOKOJOB, CTaHAApTU3allMM CETEW, DHTaloB
MIPOEKTUPOBAHUS CETEBON HHPPACTPYKTYPHI;

— 0a30BbI€ MMPOTOKOJIBI U TEXHOJIOTHH JIOKATBHBIX CETEH;

— TIPUHIMIIBI TOCTPOEHUS] BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEW;

— CTaHmapThl KaOejel, OCHOBHBIC BHJBI KOMMYHHKAI[MOHHBIX
YCTPOWCTB, TEPMUHOB, IOHATHUW, CTAHIAPTOB U TUIIOBBIX JJIEMEHTOB
CTPYKTYPHPOBAHHOM KaOCILHON CHCTEMBL.

2.3. KoimyecTBO 4aCcOB, OTBOIMMO€E HA OCBOeHHE MPOo(hecCHOHATBLHOr0 MOIYJIsI:
Bcero yacoB — 923 yaca, B ToM yucie:
Ha ocBoenrne MJIK - 503 gaca, Bkirrogasi:
00s13aTeNbHON ayTUTOpHON yueOHOU Harpy3ku oOydaromerocsi—434 vaca;
CaMOCTOSITETTLHOM paboThl 00y4varorierocsi— 69 4acos;
Ha TIPAKTUKHU:
yueOHyto — 180 Jacos;
Ipou3BOJCTBEHHYIO —1 80 yacos.




3. CTPYKTYPA U COAEP KAHUE NPO®ECCHUOHAJIBHOI'O MOAYJIA IIM.01 BBIIIOJIHEHUE PABOT 11O
IMPOEKTUPPOBAHUIO CETEBOM MH®PACTPYKTYPBI
3.1. Temarnuyeckuii JiaH npogeccuoHaIbLHOr0 MOIYJIsI

O0bem BPEMCHH, OTBeJeHHBIH Ha 0OCBOEHHE MEKIUCHUIITIMHAPHOI O

IIpakTuka
Kypca (KypcoB)
Oo0s3aTeibHas ayAUTOPHAs yueOHasi HArpy3Ka = =
Kon 00y4aroIerocs S §| g § S
npodeccuoHaIbH HaunmeHoBaHHS pa3/1esioB Bcero o @ g = <0 | z E[ ® 5
BIX M 06 IIHX npogeccHoHa LHOro MOIYIsl | YacoB g - z - e - |EE38 28 £ g3 g g
KOMIIeTeH Ui Bcero SEun 2Ea soata3€SE 58 <5 '© 8 28
» | TeoperH4ec | = = 9 £ E 8| T m 3 3 sg‘ﬂ: T 892 = O gm
4acoB Koe EE;‘.‘ SEg 3828 Z | % g E > 2
=87 88 SE | &2 |2 =
= |2 = |° = 2
< =
1 2 3 4 5 6 7 8 9 10 11 12 13
[IK1.1-1IK 1.5 | MIK.01.01 144 110 64 - 46 - 14 2 18
OK.01-OK.11 | KomnproorepHsie ceTu
I[IK1.1-1IK 1.5 | MAK.01.02 Opranu3zarus, 401 324 152 30 122 20 55 4 18
OK.01-OK.11 |mpuHIMIOBI TOCTPOEHUS U
(YHKIIMOHUPOBAHUS
KOMIIBIOTEPHBIX CETeN 180 180
K 1.1 -TIK 1.5 | YueOnas npakTuka 180 - - - - - - - - (5 mem) | (5 Hem)
OK.01-OK.11
MK 1.1 -TIK 1.5 |IIpom3BoacTBeHHAs MPaKTHKA 180 - - - - - - - -
OK.01-OK.11
OKk3aMeH 18 - - - - - - - 18
(xBanM(UKAIMOHHBIH )
Bcero: 923 434 216 30 168 20 69 6 | 54 180 180




3.2. TeMaTu4yecKuH IJIaH U coxep:kaHue npodeccuonaabHoro Mmoay/s 1IM.01 Boinosisenue padoT 1mo npoeKTHp OBAHHIO

ceTeBOM HH(PPACTPYKTYPHI
HaumeHoBanue pa3aenoB Conep:xxanue yueOHOro MaTepuaja, 1adopaTropHbie padoThl U NPAKTHYECKHE Oo0bem Koas!
npo¢eccHoOHATBLHOT0 3aHATHUS, CAMOCTOSITe/IbHASA padoTa o0yyarommxcsi, Kypcoasi padora (mpoekr) 4acoB KOMIIeTeHIIUii,
moayJas (IIM), (¢popmupoBannio
MeKIHCIUTTHHAPHBIX KOTOPBIX
kypcoB (MJIK) u Tem crnoco0cTBYeT
3J1eMeHT y4eOHOo
AUCHUIJIMHBI
1 2 3 4
IIM.01 BpinosiHeHHe padoT MO MPOEKTHPOBAHMIO CeTEeBOI HHPPACTPYKTYPHI.
MJIK.01.01 KomnbloTepHbI€e CeTH 144
Tema 1. Beenenue B cereBbie | Comep:xaHue y4eOHOro MaTepuasia 32 K 1.1 -TIK 1.5
TE€XHOJIOTHUH. 1 KommbroTepHbie cetn. Buasl KOMIBIOTEPHBIX ceTed. [ 100anbHBIC M JIOKATBHBIE OK.01-OK.11
cetu. OCHOBHbIE KOMIIOHEHTBI CETEH, ceTeBas cpela U CETEeBbIE YCTPOMCTBA.
Texnonornun mnoakmoueHus k WHrepHer. KonBeprentHole cern. KaudectBo u
HaJeKHOCTh ceTeli. OCHOBHBIE TOHATHUS CETeBOM Oe3omacHOCTH. TeHaeHIuu
pa3BUTHUS CETEl.
2 KoHconpHBIN  nmocTymn, yhaneHHbld goctyn ¢ nomompto Telnet u  SSH,
ucrnoas3oBanue nopra AUX.
3 CeTeBble TPOTOKOJIBI 1 KOMM YHUKAIIHH.
KoaupoBanue u nmapamerpbl coodmenus. CereBbie MPOTOKOIBL. B3anmonelicTBre
npotokosioB. Habop mporokono TCP/IP u mportecc oOMeHa TaHHBIMH.
4 CereBoii moctyn. IIpoTokonsl U cTaHAapTsl Qu3udeckoro ypoBHs. CrocoObl
nonkimodeHuss k cetu. Ceresble uHTepdelicupie miaatsl (NIC). Cpeasl nepenauu
JAHHBIX U UX XaPAKTEPUCTHKHU: MPOIYCKHAsI CIIOCOOHOCTH, MPOU3BOIUTEIBLHOCTD.
Bunaer mennbix ceteBnix kadenei: UTP, STP, koakcuanbHbIH.
5 PazHoBuaHOCTH, OCOOEHHOCTH MPOKIIAJKK U TeCTHpOBaHMs kabeneld. CTpyKTypa u
O0COOCHHOCTH TMPOKJIAJAKKA OMNTOBOJIOKOHHBIX KabOenei. becmpoBogHbie cpencTBa
nepenaun aanabix. Crangapt Wi-Fi IEEE 802.11.
6 KananbHplit ypoBeHb U €r0 MOAYPOBHH. YTpaBieHue JorudeckuM kanaioM (LLC)

u YnpaBieHue AOCTynoMm K cpene nepenaun gaHHbix MAC. Ctpykrypa Kaapa
KaHaJbHOTO YpPOBHS W NPHHIOMIBI ero (opmupoBanus. CTaHAApTH KaHAIBLHOTO
YPOBHSL.




dusnueckast ¥ JOrH4ecKasi TOMOJIOrUs ceTh. TOIMOJOIMH «TOYKA-TOUYKaY, «3BE3/1a»,
«MOJIHOCBSI3aHHAS»,  «KOJbIeBas». [lomymymuiekcHas W TOJHOIYIUICKCHAs
nepenaya gaHHbIx. Ocodennoctu kaapoB LAN, WAN, Ethernet, PPP, 802.11.

CereBoie Texnonorun Ethernet. CemelictBo cereBbIX TexHomorui Ethernet.
[Tpunnun padotsl Ethernet. OcHoBHast HH(MOpPMAIUsS 0 TOPTaX KOMMYTAaTOpa.

CereBoil ypoBeHb B IIpoliecce MepeAadn AaHHbIX. [IpOTOKOJBI CETEBOrO ypOBHS.
OcHoBHBIE XxapakTepucTUKH [P-nporokosa. MeToabl MapuIpyTH3aluu Y3JIOB.
YCTpOoRCTBO MapIIpyTU3aTOpPa — IPOLECCOP, TAMSTh, ONEpAllMOHHAs] CUCTEMA.

10

IlonkmroyeHne K MapLIpyTH3aTOpy 4epe3 pasiauuHble nopTel. Hactpoiika
UCXOJHBIX IAapaMeTpoB, HHTEp(EHcoB, NUI03a 10 YMOIYAHUIO U JAPYrUX
XApaKTEPUCTUK MapLIPyTH3aTOpPA.

11

TpancniopTHblil ypoBeHb. Ha3HaueHue 1 3a4a4u TPAHCOOPTHOTO YPOBHSL.

12

IP-anpecanus. Ctpykrypa IPv4-anpecos. CereBas u y3noBas dactb [P-anmpeca.
[IpeoOpazoBaHue agpecoB MEKIY ABOUYHBIM U JECATEPUUYHBIM NPEICTABICHUEM.
IIpucBoenue y3my cratmdeckoro nu auHamudeckoro IPv4-agpeca. MHoroanpecnas
nepenava. [lyOnmunble m 4yactHble I[Pv4-anpeca. |Pv4-agpeca crienpalibHOTO
Ha3zHaueHus. [IpucBoenue IP-aapecos.

13

Pasnenenue IP-cereit Ha moxcern.

Cermentanust IP-cereif. OOMeH naHHBIMM Mex1y mnozacersmu. [lmanupoBanue
azipecaliiy B mojceTsx. PacueTHeie GopMyiisl 1y cerMeHTanuu cetu. Pazouenue
Ha TIOJICETH HAa OCHOBE TpeOOBaHMI Yy31I0B U ceTeil, B COOTBETCTBHUH C
TpeboBaHusIMU ceTeil. OmpeneneHne Macku MojaceTd. Pa30ueHue Ha MOJACETH C
UCMOJb30BaHUEM Macku mnepeMmenHoi niuHbl (VLSM). bazoBas monens u
Ha3HaueHne OyokoB anpecoB VLSM. IlnanupoBaHue aapecanuu  CETH.
OcobOennoctu  mpoektupoBanus [Pv6-cetn. Pa3Ouenue ©Ha moxacetu ¢
MCIOJIb30BaHUEM UAeHTH uKaTopa nHTepdeiica.

14

YPOBEHb NPUIIOKEHUH, YPOBEHD IIPEICTABJICHHS U CEAHCOBBINA ypoBeHb. [IpuMepsl
paclpoCTpaHEHHBIX  NpHIOKEHUH.  [IpOTOKOIBI ~ YpOBHS  MPHIIOKEHUM.
Opnnopanroseie cetu (P2P). Monens tuna «kiameHT-cepBep». O030p MPOTOKOIOB
HTTP, HTTPS, SMTP, POP u IMAP. Cunyx6a nomenusix uméa (DNS). ®opmat
cooOmenuit u uepapxust DNS. Vrumurta «nslookup». Ciy:x6a DHCP. IIporokon
nepenaun (aitnoB (FTP). Ilporokon oOMeHa OiokaMu CEpBEPHBIX COOOIICHUN
(SMB). Konnenmuu «Bceodwemmonuit Matepue» BYOD. JlocTaBka gJaHHBIX MO
KOHBEPIre€HTHBIM CETSIM.




15 [InanupoBanne W co3gaHue HEOONBIION KOMIBIOTEPHOH CETH: ONpeiaeiieHue
KIIIOYEBBIX (PaKTOPOB, BBHIOOP TOMOJOTMU M CETEBBIX YCTPOWCTB, BBIOOp U
HACTpOWKa IIPOTOKOJIOB, CHUCTEMBl ajapecanuu. Mepel 10 00ecredyeHutro
0€30I1acCHOCTH CeTH. YSA3BUMOCTM U CETEBble aTaku. Pa3BenplBaTenbHBIE aTaKW,
Araku noctymna, Otka3 B obcmyxkuBanuu (DoS-ataku). PesepBHOe komupoBaHwue,
OOHOBJIEHHE U yCTaHOBKA UCHpaBieHUI. MexceTeBble SKpaHbl. AyTeHTH(PUKALINS,
aBTopu3anus U yuér. Bkmouenue nporokosna SSH.

16 daiinoBbIe CUCTEMBI MAPIIPYTU3aTOPOB U KOMMYTAaTOPOB. Pe3epBHOE KOMUpOBaHUE
U BOCCTAaHOBJICHHE C TIOMOINBIO TEKCTOBBIX (aitnoB, mporokosa TFTP, USB-
HakonuTens. Berpoennsle iy Obl Mapuipytusanuu. [loanepxka 0ecrpoBOIHBIX
nojikioueHuid. Hactpoiika BCTpOEHHOr0 MapIipyTU3aTopa.

CamocrosiTesibHasi padoTa 00y4al0uXcs

Cucrematnueckass Npopa0OTKa KOHCIEKTOB 3aHATHH, y4eOHOW M  crenuasbHON
TEXHUYECKOU JINTEPATYPHI.

KoHcnektupoBaHue TeKCTa, paboTa CO CIOBAPSAMH U CIPAaBOYHUKAMH, O3HAKOMIICHHE C
HOPMAaTHBHBIMU JIOKYMEHTaMHU, y4eOHO-HCClIe0BaTeIbCKas paboTa Mpyu caMOM IIHPOKOM
ucrnoib3zoBanun Murepuera u apyrux IT-rexnonoruit. IloaroroBka cooOuieHuit
BBICTYIIJICHHIO Ha CEMUHapaX M KOH(EpeHLHUsX; MOATOTOBKA pedepaToB, IOKJIAIOB.
IlogrotoBka K J1a0OpPaTOpHBIM M IMPAaKTUYECKMM paboTaM C  HUCIOJIb30BAHHEM
METOJIMYECKUX PEKOMEHIAINH Mpernoaasaresns, opopMiieHHe J1a00paTOPHO-TIPAKTUIECKUX
paboT, 0TYETOB U MOATOTOBKA K UX 3aLIHTE.

Tewma 2. [IpuHIUIIBEI
MapIpyTH3aluU 1
KOMMYyTaIliu.

Coaepxanue yuyeOHOro Mmarepuajia

1 OObenuHéHHBIE ceTU. Mepapxus B KOMMYTUpyeMol ceTu. Poiab KOMMYTHPYyeMBIX
cereit. Kommyrtupyemast cpena. Junamuueckoe 3amonmHeHue Ttadiauisl MAC-
aZipecoB KOMMyTaTtopa. MeTozabl IepechUlkM Ha KoMMmyTatope. Kommyramus c
IPOMEXYTOYHBIM XpaHeHHeM. CKBO3Hasi KOMMYTaLusl.

KomMmyTannonnsle foMeHbl. CHUXKEHHE TIeperpy3o0K CeTu.

2 OcHOBHbIE KOHLIENIIIMM U HACTpoiika KoMMyTauuu. llepBoHauanbHas HacTpoiuka
KOMMYTaTOpa ¥ BOCCTAHOBJICHUE TIOCIIe CUCTeMHOTro cbosi. Hactpolika noctymna as
6a3oBoro ympaBieHusi kommyTtatopom c IPv4. Jlymnekchast cBsizb. Hactpoiika
[IOPTOB KOMMYTaTopa Ha Qu3uueckoM YypoBHE. DYHKIHS aBTOMATHYECKOIO
ompenenenus Tuna kabems (Auto-MDIX). IlpoBepka HacTpoek mopTa
koMMmyTartopa. [Touck u ycrpanenue npobjaeM Ha YpOBHE JOCTYIA K CETH.
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be3onacHocTh KOMMYyTaTOpa. 3alMINEHHBIN ynanénnbii goctyn. Hactpoiika SSH.
Pacnipoctpanénnpie yrposbl Oe3omacHOCTH: TiepenonHeHue Tabmuier MAC-
aapecoB, DHCP-cnyunr, ucnons3oBanue ys3pumocteil mporokona CDP, Artaku
Telnet u nap. AyauT W TpaKTHUECKHE pPEKOMEHJAIMH M0 O0EeCHedeHHUIo
Oe3omacHoctu cetu. besomacHocts mopra kommyrtatopa. OtcnexuBanne DHCP
cooOmiennit. @dynkuus Oe3omacHocTH mopTa. Buasl 3ammtel MAC-agpecos.
Pexxumbl pearupoBaHus Ha HapylieHue Oe3omacHocTd. I[IpoBepka u HacTpoiika
noptoB. [Iporokon cereBoro Bpemenn (NTP).

Bupryanensie sokanbhble ceth (VLAN) — kinaccupukanuss U OCHOBHBIE
XapaKTepUCTUKU. TpaHKM BUPTyaJbHBIX ceTed. KOHTpOsb IMPOKOBEMATENbHBIX
noMeHoB B ceTssx VLAN. Teruposanue kanpos Ethernet nns unentupukanuu cetu
VLAN. Ceru native VLAN u TterupoBanue cra"zaapta 802.1Q. TerupoBanue
ronocoBoi VLAN. Peamu3zanuu BupTyanbHOM JIOKaidpHOM cern. Hasnauenue
noptoB  cetiMm  VLAN. Hacrtpoiika  TpankoBbIX  KaHanoB. [Iporokon
JIMHAMUYECKOr0 co3Aanus TpankoBoro kanana (DTP).

[Touck u ycrpaHeHue HEMOMaI0K B BUPTYAJIbHbBIX JIOKAJIBHBIX CETAX M TPAHKOBBIX
kaHanax. [Ipob6nembr c¢ IP-agpecamumeit cetm VLAN. HecoBmajeHus pexumMoB
TpaHKoBO# cBs3u. IIpoexktupoBanne u obOecrneuenne OezomacHoct VLAN:
hopping, ciy¢uHr kOMMyTaTopa, ataka ¢ JBOMHBIM TerupoBanuem, Cetb PVLAN
nepumertpa. [lpakTuyeckne peKOMEHAAIMU IO MPOEKTUPOBAHHMIO BUPTYaAJIbHOU
JIOKAaJIbHOW CETH.

Hacrpolika mapuipytusatopa. MexaHu3Mbl nepecbUiku naketoB. Iloaknouenue u
HacTpolKa ycCTpoMcTB. CBETOAMOAHBIE WMHAMKATOPHl Ha MapLIpyTU3aTOpe.
AxtuBanusa u Hacrpoiika [P-anpecanuu. IIpoBepka CBA3HOCTH ceTell € MPSMBIM
nogkmouyeHueM. IIpoBepka HacTpoek wuHTepdelica. PuiabTpanus BbIXOAHBIX
naHHbBIX KomaHxa «show». Kommytanuss nakeroB Mexay ceraMu. DyHKuus
KOMMYTaluu MapuipyTtusatopa. MapumpyTtusanus naketoB. OmnpeneneHue IyTH.
[Ipouiecc npuHATUS pelIeHUs O NEPEChIIKE NaKeToB. BEIOOP ONTUMAanbHOrO MyTH.
[Iporokonsr RIP, OSPF, EIGRP. Pacnpenenenue Harpy3ku. AIMUHUCTPUPOBAHUE
pacctosinue (AD) um HagexHOCTh MapuipyTa. AHanu3 TaOJUI MapIIPyTU3ALUU —
UCTOYHMK JTaHHBIX, IPUHIUIBI (GOPMUPOBAHHE BO3ZMOKHOCTH HACTPOUKH. 3alUCH
TaOMUIBl MapIIPyTH3aLUU JUIS CeTel ¢ MNpsAMBIM MOAKIIOYEHHEM. 3aJaHue
CTaTUYECKUX MapupyToB. [IpOTOKOJIBI JHMHAMHUYECKOW MAapLIPYyTHU3ALUU CETER
IPv4 u IPv6.




[punuunsr padotsl Mapupytusanuu mexay VLAN. Hactpoiika mapuipyTuzanuu
Ha 0a3e MapmpyTH3aTOPOB C HECKOIbKHUMHU (Pu3ndecKuMHu uHTepdercamu, ¢
UCII0JIb30BaHUEM KoH(uUrypamuu router-on-a-stick, d4epe3 MHOroypoBHEBBIN
kommyTtatop. [IpoGnemsr  mapmpyTtuzamuun  Mexay  VLAN.  TlpoBepka
KOH(UTypaluu KOMMYTaTopa 1 HacTpOeK MapiupyTtusaropa. Henmonanku B pabore
uHTepdeiica. Ommbku B [P-anpecax m mackax mojacetu. Hactpoiika u pabora
KOMMYyTaIuu Ha 3-M ypoBHe. Mapumpyruzanus mexay VLAN depe3 BupTyasibHble
uHTepdelickl KOMMyTaTopa, MapupyTH3upyemble mopThl. Hemomaaku B
HacTpPOMKax KOMMyTaTopa 3-ro ypOBHSI.

[IpeumymiectBa M 3aJauv CTATMYECKOM MapHipyTHU3alMHu. THIBI CTaTMYECKUX
MapIIpyTOB: CTAHAAPTHBIH, 10 YMOJIYAaHUIO, CYMMapHbIi, Iasarommil. Hacrpolika
cratnyeckux MapupyroB IPv4 u [Pv6. Komanma «ip route». MapupyT
cienyrmouiero nepexoaa. Hampsmyro NOAKIIOUEHHBIA CTaTUYECKHI MapuIpyT.
IlomHocThIO 3afaHHBIM cTaTMueckuid MmapupyT. Hactpoiitka craTtuueckoro
Mapiipyta no ymoiquanuto. KnaccoBas anpecanusi. KiiaccoBble Macku IMOJICETH.
BecknaccoBas mexnomennas mapuipytusanus CIDR. O0benuHenne MapuipyToB.
Opranmszanus cynepcereid. lcnmonb3oBaHWe MacoOK MOACETH (UKCHPOBAHHOU
nmabsl (FLSM). Macka mnoacern mnepemennoit mmnbl (VLSM). Hactpoiika
CYMMapHbIX M IUIABAIOIIMX CTAaTHYECKMX MapumpyTroB. Pacdyér cymmapHOro
mapuipyta. O0benuHenne cereBbix aapecoB [Pv4 u IPv6. Ilownck u ycrpaneHue
HEMOJaJ0K B HACTPOMKAX CTATUYECKOr0 MapLIpyTa M MapuIpyTa [0 YMOJIYAHUIO.

ITpoToKOIBl AMHAMMUYECKON MapUIpyTH3alMi — Ha3HauYEHUE, IPUHIUIBI pPabOThl U
ucropusi pa3Buths. CpaBHEHHE IMHAMUYECKOW M CTaTUYECKOW MapHIpyTH3aLUU.
[Tpunuunel paboThl IPOTOKOJOB MapLIPyTH3aLMU: IYCK IIOCIE BKIIOYEHUS
nutanus, CereBoe oOHapyxkeHue, OOMeH JaHHBIMM  MapUIpyTHU3aluH,
Ob6ecneyeHne CX0IMMOCTH.
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Knaccudukanus mnporokonoB Mapmpytuszanuu. Ilporokoast IGP u  EGP.
HucranimonHo-BekTopHbie MpoTokobl RIP, IGRP. ITpoTokonsl MapuipyTusaiuu
no cocrosauto kanama OSPF u IS-IS. KnaccoBbie n OeckiaccoBbie MPOTOKOJBI
MapuIpyTH3aLHU. XapaKTEPUCTUKU U METPUKH MPOTOKOJIOB.
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JluHaMuueckass JAMCTAHIIMOHHO-BEKTOpHAas Mapumpyrtusanus. JlucraHIMOHHO-
BEKTOPHBIM  anrOopuT™M. MexaHu3Mbl  OTHPAaBKM M MOJNYYEHHMS  JTaHHBIX
MapIIpyTU3aIiK, pacyéTa ONTUMAJbHBIX HyTeH M J00aBJIEHHUS MapuUIPyTOB B
TaOIMIly MapHIpyTH3alMM, OOHAapYXXEHUS W pEarupoBaHMs HA H3MEHEHHS B
tonmonorun. HacTtpoiika mnpotokona RIP: Bkmouenne RIPvV2, otkimroueHue
aBTOMAaTHYECKOr0 OObEIMHEHUs, HacTpOKa MacCUBHBIX MHTep(delicoB, mepenaya
Mapuipyra no ymosdaHuro no ceru. Hacrtpoiika mporokosia RIPng. Ilponecc
MapLIpyTH3alUu 10 cocTosHuIo kaHana. Hello mpoTokos. maker cocTosHUS KaHaja
(LSP). JlaBuHHas pacchliika NAKETOB COCTOSHHUS KaHaja. JIaBMHHas pacchlika
IIaKeTOB cocTosiHus KaHanma. CozgaHue JepeBa  Kpartuadmmx nyted  SPF.
Jo6aBnenue ™apmpyroB OSPF B T1abmuny wmapmpyrtuszauuu. Henocratku
IIPOTOKOJIOB MapLIPyTU3aLMU 1O COCTOSHHUIO KaHana. Tabnuua MapiupyTH3aluu.
3anucu ¢ NpsAMbIM NOAKIIOYEHUEM U YINAIEHHOM ceTh. [IluHaMU4ecKH MoIydaemble
MapuipyTsl IPv4/6. TTporiecc moncka Mapuipyra.

12

CemeiictBo mnporokosioB OSPF. XapakTepuCTHKH, TpPUHLUIBI paboOThl U
kommoHeHTEl OSPF. Ocobennoctu OSPF g ogHONM M HECKOJIBKHX O0JIACTEM.
Marwucrpansnas o0nacte. Mukancynsuus coobmenunit OSPF. Tunbl makeros
OSPF: maxer npusetctBus (hello), maker onucanus 6a3sl ganusix (DBD), maker
3ampoca coctostHusl kaHana (LSR), maker oOHoBneHust cocrosinusa kanana (LSU).
naker monaTBepxkAeHus cocrosHUsS kaHama (LSAck). OOHoBieHHst cocTosHUS
kaHana. Paboumne cocrossaust OSPF. Beinenennsiii (DR) u pe3epBHBIN BBIACICHHBIT
mapupytuzatop (BDR). Cunxponunsanus 6a3 nanaeix OSPF. Hacrpoiika OSPFv2
i ogHOW oOmactu. PexxuM koHGUTrypauuu uaeHTU(UKATOPbl MapIIpyTH3aTOpa.
Hcnonb3oBanue uHTepderica loopback. Bxmouenne OSPF Ha wuHTEepdeiicax.
[Hlabnonnas macka. Komanga «network». Hactpoiika maccuBHBIX UHTEpQEHCOB.
®opmyna pacuéra merpuku croumoct OSPF. Hactpolika 3HaueHni nponycKHON
cnocoOHOoCcTH MHTEepdeiica. [IpoBepka coceqHUX yCTPOICTB, HACTPOEK MPOTOKOJIA,
naHHbIX mpouecca u Apyrux xapakrepuctuk OSPF. CpaBaenne OSPEFv2 n
OSPFv3. Anpeca tuma link-local. Tomomoruss cerm OSPFv3. Hacrpoiika
unaeHtuukaropa  Mapmpytuzaropa OSPFv3. Bxkmouenne OSPFv3 nHa
uHTepdeiicax.
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Crucku xoutpons noctyna (ACL). Ipunmun paboret ACLcnuckoB. Tuner ACL-
cnuckoB Cisco g IPv4. IlpucBauBanue HomepoB u uMEH ACL-crinckam. Pacuér
ma6sonHon Macku B ACL-cniuckax. PekoMeHanuu no co3aaHuio U pa3MeIeHruo
ACL-cnuckoB. PasMemienne cTaHmapTtHbeix u  pacummpeHHbIX ACL-CrucKoB.
Hacrpoiika crangaptaoro ACL-cnucka. [Ipumenenue cranpaptabix ACL-ciuckoB
Ha unTepdeiicax. Kommentapuun k ACL-criuckam. IlpoBepka u pemakTupoBaHHE
crannapTHeix HymepoBaHHbIX ACLcnuckoB. ACL-cratuctuka. 3ammra MOpPTOB
VTY c¢ nomousto ctangaptHoro ACL-cniucka [Pv4. CTpykTypa M HacTpoika
pacmupenHbix ACL-cnuckoB nis IPv4. @unbrpanus tpaduka ¢ UCIOIb30BAaHUEM
pacmupenHbix ACL-cniuckoB. Ilouck u ycrpanenue Henonagok ACL-crnnckos.
Pacnipoctpanénnnie ommbku ACL-criuckoB. CpaBHenne ACL-cnuckoB mist [Pv4 u
[Pv6. HacTpoiika u npoBepka ACL-cnuckoB st [Pv6.
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[Iporokon DHCP. DHCPv4: 6a3oBas oneparus, popMat COOOIIEHHH, COOOIICHHS
oOHapyKeHus U mpeanokenus. Hactpoiika, mpoBepka U peTpaHCIsALUs MPOCTOTO
DHCPv4-cepBepa. Hacrtpoiika mapmpyTtu3atopa B kauectBe DHCPv4-kiueHTa.
Hacrpoiika mapuipytuszatopa knacca SOHO. [louck u ycrpaHeHue HENoJaloK B
pabore wmapmpytuzatopa DHCPv4. IIporokon DHCPv6. ApTomaTtnyeckas
HacTpoiika ajpeca 0e3 otciexuBaHus coctosHus (SLAAC). Ilpunnun pa®oTsl
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 0e3 otciexxuBanus coctosHus. IIporeccs
DHCPv6. Hacrpoiika mapmpytuzatopa B kauecteBe DHCPv6-cepsepa u DHCPv6-
kireHTa. [lonck u ycrpaHeHne Henosagok B pabore DHCPvo.
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[TpeoGpazoBanme cereBbix azapecoB I[Pv4. KoumenrtyamsHoe mpeoOpa3oBaHue
cereBoix anpecoB (NAT). Tepmunonoruss u mnpuHmunbsl paborel  NAT.
IIpoctpanctBo  wactHbix IPv4-anpecoB. CraTtuueckoe M JAMHAMHYECKOE

npeodpazoBanue cereBbix anapecoB (NAT). Ilpeobpa3oBanue aapecoB MOPTOB
(PAT).

16

CpaBuenue NAT wu PAT. IlpeumymectBa u Hemoctatku NAT. Ananuz
cratudeckoro mnpeoOpazoBanusi NAT. Ilpunnun paGotel auHamuyeckoro NAT
Hacrpoiika u npoBepka NAT, PAT. Ilepeanpecanus noproB. Hactpoitka NAT u
npotokosa [Pv6. ITouck u yctpanenue Hemonaaok B padore NAT.

CamocTosiTesibHasi padoTa 00y4aroImuXxcs




Cucrematnueckas npopaOOTKa KOHCIIEKTOB 3aHSATUM, Yy4yeOHOM M  CHelnualbHOU
TEXHUYECKOU JINTEepaTyphl.

KoncnektupoBanue Tekcta, paboTa CO CIOBapsSMU M CIPAaBOYHHUKAMH, O3HAKOMIICHHE C
HOPMAaTUBHBIMHU JJOKYMEHTaMH, y4yeOHO-HCCIe0BaTeNbcKas padoTa Mpu CaMOM LIMPOKOM
ucnosnb3oBanun HWurepuera u apyrux IT-rexnonoruii. IloaroroBka cooOmieHui K
BBICTYIUIGHUIO Ha CEMUHapax M KOH(EpeHUUsX; MOAr0oTOBKa pedepaToB, ITOKIAIOB.
[TonrotoBka K 7a00OpaTOpHBIM M TNPaKTUYECKMM paboTaM C  HCIOJIb30BaHUEM
METOAMYECKHUX PEKOMEHIaluii mpernoaaBaTelis, oopMieHHE TabopaTOPHO-IPAKTUIECKUX

paboT, OTYETOB M MOJATOTOBKA K X 3AIIUTE.

IlepeyeHnb 1a00paTOPHBIX 3aHATHI

basoBas HacTpoiika kommyTatopa. HacTpoiika napamMeTpoB 6€301MacHOCTH KOMMYTaTopa.

Hacrpotika nporokomna SSH.

Hacrpoiika ¢pynkiuu Switch Port Security.

[Touck u ycTpaHeHHE HEMONAJ0K B cUcTeMe 0e30MaCHOCTH MOPTOB KOMMYTAaTOPA.

OTpaboTKa KOMITJIEKCHBIX MTPAKTUYECKUX HABBIKOB.

Kondurypanust cereit VLAN u TpaHKOBBIX KaHaJIOB. [TovcK U ycTpaHeHHe HenoJaaok B KoHdurypamun VLAN.
Peanuzanus cucremsl 6e3onacHoctu cetu VLAN.

Peammzanms ceteit VLAN 17151 cerMeHTAIIUU CETeH MPEANPHUsITHI MaJIoro U CPeIHEro Ou3Heca.

Hcnonbp3oBaHue KOMaH/bl traceroute 1151 OOHapy>KEHUs CeTH.

JloKyMEeHTHUpOBaHUE CETH.

Hacrpoiika unrepdeiicos [Pv4 u IPv6.

Hacrpoiika 1 npoBepka HEOOJBIION CETH.

HccnenoBanre MapuipyToB € IPSIMBbIM ITOAKIIOYEHUEM.

CocraBnenue cxemsl cetu IHTepHeT;

Hactpoiika 0a30BbIX TapaMeTpoB MapUIpyTU3aTOpa ¢ MOMOIIbI0 HHTepdeiica komangHoi cTpoku (CLI) cuctemsr Cisco
I0S;

Hacrpoiika 6a30BbIX mapamMeTpoB MapipyTtuzatopa ¢ nomoiipio CCP.

Hacrpoiika mapuipytusanuu mexay VLAN st kaxnoro uarepdeiica;

Hacrpoiika mapuipytuzanuu mexay VLAN Ha ocHoBe ctannapta 802.1Q 1 TpaHKOBOTO KaHala;

ITouck u ycTpaHeHu e HEMOJa0K B MapuIpyTu3anuu Mexxay cersimu VLAN.

Hacrpoiika ctatnaeckux MmapmpytoB [IPv4/IPv6 o ymouanuro;

Pa3paboTtka u peanmzanus cxemsl aapecamnuu [Pv4 ¢ ucmons3oBanuem VLSM;

Pacuér cymmapusix mapmpyToB [Pv4 n IPv6; Tlonck u yctpanenue Henonatok craTuaeckux mapupytos [Pv4 u [Pv6.
HccnenoBanne cXOqUMOCTH;

CpaBHeHHE METOJI0B BbIOOpa myTu B npoTokonax RIP
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Hacrpoiika npotokosnoB RIPv2 u RIPng. Hactpoiika 6a3oBoro npotokosna OSPFv2 st ogHoit o6nactu;
basoBas HacTpoiika npotokona OSPFv3 nns onHol o0nacT.

Harnsannoe npeacrabnenue padorel ACL-criucka;

Hacrpoiika ctangaptaeix ACL-cinckos;

Hacrpoiika ctanaaptabix nMeHOBaHHBIX ACL-crinckoB;

Hacrpoiika ACL-cniucka aist iuauid VTY;

Hacrpoiika pacumpennbix ACL-CIucKOB i1 pa3IMuHbIX CLIEHAPUEB;

[Touck u ycrpanenue Henonanok B padore ACL-cnuckos;

Hacrpoiika ACL-cninuckos [Pv6.

OTpaboTKa KOMIUIEKCHBIX TPAKTUYECKUX HABBIKOB.

Hacrpoiika u nposepka crangaptHeix ACL-cniickos;

Hactpoiika u nmpoBepka orpannuenuii VIY.

Hacrpoiika u npoBepka pacuimpeHHbix ACL-CIUCKOB;

[Touck u ycTpaHeHue HENolal0K B HacTpoiike u pazmenieHun ACL-cuckos;

Hacrpotika u npoBepka ACL-ciuckoB gt IPv6.

bazoBas nactpoiika DHCPv4 Ha mapuipytusaTope;

bazoBas nactpoiika DHCPv4 Ha komMyTaTope;

[ouck u ycrpanenue Hernonaaok B padbore DHCPv4;

Hacrpoiika cepsepa DHCPv6 6e3 oTcnexuBaHusi COCTOSHUS U C OTCISKUBAHUEM COCTOSHUS;
[Mouck u ycrpanenue Hernonanok B padbore DHCPv6.

Hacrpoiika nporokona DHCP ¢ nomomsto komana Cisco 10S;

OTpaboTKa KOMIUIEKCHBIX TPAaKTUYECKUX HaBBIKOB.M3yuenue npuniumna padbotet NAT;
Hacrpoiika ctatnueckoro u auHamudeckoro NAT; Peann3zanus ctatuueckoro u AuHamMmudeckoro NAT;
Hacrpoiika nepeaapecaiiu noptoB Ha Mapiipytuzarope Linksys;

[TpoBepka, MOMCK U yCTpaHEHUE HenoaaoK KoHpurypauuit NAT;

OTpaboTKa KOMIUIEKCHBIX TPAKTUYECKUX HABBIKOB.

Hacrpoiika nunamuyeckoro u cratuueckoro NAT; Hacrpoiika NAT -niyna ¢ neperpy3koii u PAT;
[Towck u ycTpaHeHue Henoaa oK KoHpuryparuid NAT.

KoncyabTanuu

ITpome:xyrounas arrecranusa M/IK.01.01
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MAK.01.02 Opranu3zauusi, IPUHIMIIBI IOCTPOEHUS U (PYHKIMOHMPOBAHUS KOMIILIOTEPHBIX CETEH. 401
Tema 1. Mapmpytusanus u Copep:xanue y4e0HOro MaTepuajia 80 K 1.1-TIK 1.5
KOMM yTaIusl. 1-2 | Peanuzanus npoekta cetu. [IpoekT nepapxuueckoi cetu. Pacimmpenue cetu. Beioop OK.01-OK.11
MacmtabupoBanue cereil. CETEBBIX YCTPOMCTB.
3-4 | KommyranuonHoe o0opyaoBanue. MapmpyTuzaTopsl. YIIPaBISIFOIIME YCTPOMCTBA.
5-6 |Ilonsatus mporokona spanning-tree. IIpenHazHaueHume MpPOTOKONIa spanning-tree.
ITpunuun padotsl STP. Tunsl nporokosnos STP.
7-8 |Hactpoiika mporokoma STP. Hactpoiika PVST+. Hactpoiika Rapid PVST+.
ITpo6siembl HacTpoiiku STP.
9-10 |OcHOBHBIE NOHATHS arperupoBaHUs KaHAIOB. ArperupoBaHue KaHaioB. [IpuHImm
pabotel EtherChannel. Hactpolika arperupoBaHus KaHAJIOB.
11-12 |Hacrpoiika EtherChannel. [IpoBepka, mOMCK W yCTpaHEHHE HEMOJAJOK B paboTe
EtherChannel.
13-14 | Konuenuu 6ecripoBOHOM CcBs3H. BBeieHrne B 6eCIIpOBOTHYIO CBSI3b.
15-16 | KomnonenTts! cereit WLAN. Tononoruu cereit WLAN 802.11. ITpunuumnsl paboTbl
OeCrpOBOTHOMN JIOKAJTLHOU CETH.
17-18 | Ctpyktypa kanpa 802.11. dyHKIIMOHUPOBAaHNUE OECIIPOBOJHON CBSI3U. YIpaBlICHHUE
KaHaJIaMH.
19-20 | be3onacHOCTh OECIPOBOAHBIX JIOKAJNIBHBIX ceTe. Yrpo3el st cereii WLAN.
Obecneuenue 6e3omnacioctd WLAN.
21-22 |Hactpoiika OecripoBOJHBIX JIOKaJbHBIX ceTeil. Hacrpoiika OecnpoBoaHOrO
Mapuipytu3atopa. Hactpoiika OGecnpoBonHbiXx kianeHTOB. Ilonck u ycTpaHeHue
Heroaaaok B padote cereir WLAN.
23-24 | Pacumpennsie nmapametpsl npotokona OSPF mis onHoit o6mactr. Mapmpytuzanus
Ha YPOBHSX paclpeeseHus U Sapa.
25-26 |OSPF B cersx ¢ MHOXECTBEHHBIM JOCTYNOM. PacrpocTpaHeHne MapumipyTta IO
ymoganuto. Tounas HacTporika uatepdeiicoB OSPF. 3amuta OSPF.
27-28 | YcTpaHeHue Hemonaaok peanm3anuu mnporokona OSPF mis omgHoit obmacry.
CocragJstonue mpolenypsl MONCKa U yCTpaHeHus Henodaaok B padbore OSPF mus
OJTHOM 00JIaCTH.
29-30 |Ilouck u yctpanenune Hemonanok B mapupytuzanuu OSPFv2 nns omnoii obGnactu.

ITouck u ycrpanenue Henosnagok B OSPFv3 niist onHoM o0sacTH.




31-32 |[Ipunuun paborsl OSPF 1 Heckonbkux o6nacreil. Hasnauenne OSPF ans
HecKoJIbKUX obOnacteit. [Ipunnun paborsl naketoB LSA B OSPF s Heckoiabkux
obsacrei.

33-34 | Tabmuua wmapmpyrtusanuu v tunsl mapumpytoB OSPF. Hacrtpoiika OSPF  nns
HeckoNbkuX obnacreit. Hacrpoiika OSPF mns Heckonbkux obnacteit. O0bennHeHUE
mapuipyroB OSPF. [Ipoepka OSPF niist HECKOIBKHUX 001acTEH.

CamocTosiTesibHasi padoTa 00y4aroIUXCs

CucremaTtnueckass mpopabOTKa KOHCIEKTOB 3aHSATHN, YYeOHOH W  CrHenuaibHOU
TEXHUYECKOU JTUTEPATYPBHI.

KoncnektupoBanne tekcra, paboTa cO CIOBApsSMU U CIIPAaBOYHUKAMH, O3HAKOMIIEHUE C
HOPMATHUBHBIMU JOKYMEHTaMH, Y4e€OHO-HCCIIeq0BaTENbCKass paboTa Mmpu caMOM IIHPOKOM
ucnosibzoBanun MWureprera u apyrux IT-rexnosoruii. IloaroroBka cooOmieHud K
BBICTYIIJICHUIO Ha CEMUHapax W KOH(EpEeHIUsX; MOJAroToBKa pedepaToB, TOKJIAIOB.
[ToarotoBka K 1a0OpaTOpPHBIM U MPaKTHYECKHMM paboTaM C HCIOJb30BAaHUEM
METOJIMYECKUX PEKOMEHIAIMK IpernoaaBaress, opopmiieHue 1adopaTopHO -MPAKTUYECKUX
paboT, OTYETOB U MOATOTOBKA K MX 3aIIUTE.
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Tema 2. CoenHeHNE CETEN.

Cojaep:kaHue yueOHOT0 MaTepuaia

1 O0630p TexHoJOrMi rio0ambHOM ceTH. Llenap co3maHus TIIOOAIBHBIX CETCH.
[TpuaIn paboThl T00aMBHOM ceTH. BBIOOp TEXHOJOTHUU TIIOOAIBHOW CETH.
CepBuchbl 17100abHOM CETH.

2 NHudpacTpykTyphl 4acTHBIX TI100ambHBIX ceTeil. MHdpacTpykTypa 00menocTymHom
riio0anbHOM cetr. Boibop cepBUCOB r100aIbHO CEeTH.

3 O630p  moOCHEenOBaTENbHOTO  COCAMHEHHS  «Touka-Touka». CBsi3p 1O
nocieaoBaTeabHoMy KaHany. Makancymnsius HDLC.

4-5 | Ilpuaun padotsl npotokosia PPP. IIpeumymecrsa npotokosna PPP. LCP u NCP.
Ceancet PPP. Hactpoiika mnporokona PPP. Hacrpoiika mnportokona PPP.
Ayrentudukanus PPP. Otnanka coennaennit WAN. Otiaaaka PPP.

6 Ynanéunas pabora. [IpenmymiectBa ynan€éHHoi padboTel. busHec-TpeOoBaHUS s
yaan€HHbBIX paO0THUKOB. CpaBHEHHE PEIICHUH NTUPOKOMOJIOCHOTO JOCTYIIA.

7 Kabens. DSL. becnpoBogHbie IIMPOKOIOJIOCHBIE CceTH. BwiOop pemieHui
npokormnosnocHoro gocryna. Hacrpoiika noakmouenuit xDSL. O630p PPPoE.
Hacrpoiika PPPoE.

8 Cetu VPN. OcuoBsl cerert VPN. Tumsl ceteit VPN.

9 Tynnenu GRE mexnay oobpektamu. OcHoBsl GRE. Hactpoiika Tynneneit GRE.
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10 Oo6mme ceexenust 06 [Psec. 3amura nporokona IP. Ctpykrypa mpotokoina [Psec.
Y nanéHHbIi 10CTYI.

11 Pemwennss VPN nns ynanénnoro nocryna. Cetu VPN ypanénHoro goctyma c
ncnoas3oBanuem [Psec.

12 Syslog. Ilpunnun padoter Syslog. Hactpoiika Syslog. SNMP. Tlpunnun padoTs
SNMP. Hactpoiika SNMP.

13 NetFlow. ITpunmun pa6otsr NetFlow. Hactpoiika NetFlow. IIpoBepka momeneit

Tpaduka.
14 [Touck 1 ycTpaHeHU e HEIOJIJIOK C MCI0JIb30BAHMEM CHCTEMHOTO MOIX0/IA.
15- | JokymeHTanus o cetd. [Iporenypa morcka u ycrpaHeHHs HemoiaaaokK. M3omsius
16 POOJIEMBI C TOMOIIbI0 MHOTOYPOBHEBBIX MOJIETICH.
17- | Ornaaka cetu. CpezcTBa MOMCKA U yCTpaHEHHs Henoia oK. CUMIITOMBI 1
18 MPUYHMHBI OTJAJIKU ceTH. [IOMCK M yCTpaHEeHH e HEeMOJIAI0K CBsi3U B ceTsix [P

CamocTrosiTesibHasi padoTa 00y4al0IUXCSA

Cucrematuueckas mpopa0OTKa KOHCIEKTOB 3aHATHM, Y4eOHOW U  CIeluaIbHON
TEXHUYECKOUN TUTEPATYPHI.

KoncnektupoBanue Tekcta, paboTa CO CIOBapsSMU M CIPAaBOYHUKAMH, O3HAKOMIJICHHE C
HOPMAaTHBHBIMHU JIOKyMEHTaMHU, Y4eOHO-HCClIe0BaTeNbCcKas paboTa Mpyu caMOM IIHPOKOM
ucrnonb3zoBanuu Murepuera u npyrux IT-rexnomoruit. IloaroroBka cooOiieHH K
BBICTYIUIGHUIO Ha CEMUHAapax W KOH(EepeHIusX; MOAroTOBKa pedepaToB, IOKIAI0B.
[lonroroBka Kk 1aOOpaTOpHBIM M NPAKTUYECKUM paboTaM C HCIOJIb30BAHHEM
METOAMYECKUX PEKOMEH ALl ITpenoaaBaTelis, o(hopMieHHE JJaOOPaTOPHO -IIPAKTUYECKUX
paboT, OTYETOB U MMOATOTOBKA K UX 3aLIUTE.
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IlepeyeHb NPaKTHYECKUX U JTA00PATOPHBIX 3aHATHI

Pa3BepThIBaHNE KOMMYTHPYEMOM CETH C PE3EPBHBIMU KAHAJIAMH.

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard.
Hacrpoiika nporokona GLBP.

Omnpexnenenre THMOBLIX OMMO0K KoHpuryparuu STP.
Hacrpoiika EtherChannel.

[Touck u ycrpanenue Henonanok B padore EtherChannel.
ArperupoBaHue KaHaJIOB.

Hacrpoiika OecipoBOAHOI0 MapuIpyTH3aTOpa U KJIMEHTa.
Hacrpoiika 6a3oBoro nmporokona OSPFv2 nns omHo#t o6nacTu.
Hacrpoiika OSPFv2 B ceT MHOXKECTBEHHOI'O AOCTYIIA.
Hacrpoiika pacmmpennsix ¢pynkuuit OSPFv2.

[Touck u ycTpaHeHHEe HEoIa oK B paboTe ocHOBHBIX poTokoi1oB OSPFv2 u OSPFV3 nns ognoit obnactu.
[Touck u ycrpaHeHue HeloJalok B paboTe ycoBepiieHCTBOBaHHOro potokona OSPFv2 nis oxgHoit obnactu.
Biianenue HaBbIkaMM MOMCKa M yCTpaHEeHUs Hemnozanok B padbote OSPF.

Hacrpoiika OSPFV2 1151 HECKONBKUX 00J1acTei.
Hacrpoiika OSPFv3 a1 Heckonbkux o0nacTei.

[Touck u ycrpanenue Hemnonagok B padore OSPFv2 u OSPFv3 g Heckonbkux obnacTei.

Hacrpoiika 6a3oBoro PPP ¢ ayrenTudukanueii.
Otnaaka 6a3oBoro PPP ¢ ayrentudukanmeii.
IIposepka PPP.

Hacrpoiika mapupytuzatopa B kauectse kimeHTa PPPoE nuis nonkirouenus DSL.

Hacrpoiika tynHens VPN GRE no cxeme «Touka-Toukay.
PazpaboTka TeXHUYEeCKOro 00CIyKUBaHHSI CETH.

Hacrpoiika Syslog u NTP.

N3yuenue nporpaMMHOro odecredeHus i MOHUTOPUHIA CETH.
Hacrpoiika SNMP.

CO6op u ananu3 ganHbeix NetFlow.

HHCTpyMeHTapHii CeTeBOro aJIMUHUCTPATOpa il HAOIIOICHUSI.
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KypcoBasi pabora
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Y4yeOHas npaKkTHKA

Buasl pador:

1. UHcTpykTax mo TexHHKe Oe3zomacHOCTH. TpeOoBaHMsS K TeXHHKe O€30MacHOCTH MpH paboTe ¢ 00O0pyJOBaHUEM.
OTtpaboTKa HaBBIKOB OKa3aHHs MEPBOIl MOMOIIIH.

2. YyacTue B IPOEKTUPOBAHUH CETEBOH MHDPACTPYKTYPHI.

3. YuacTue B opraHu3aliy CETEBOro aIMUHUCTPUPOBAHUSI.

4. DxcmtyaTanusi 00beKTOB CEeTeBOM MH(PPACTPYKTYPBHI.

5. YuacTHe B yIIpaBJIEHUU CETEBBIMU CEPBUCAMH.

6. YyacTue B MOJIEPHU3ALIUU CETEBONH MHPPACTPYKTYPBI.

7. Ananmn3 coOpaHHBIX MaTEPUAJIOB M MOATOTOBKA OTYETA.
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IIpou3BoacTBeHHAs NPAKTHKA (M0 NMPOQUIIIO CTIENNATBHOCTH)

Buael pador:

1. UHcTpykTax mo TexHuke OezomacHocTd. TpeOoBaHMsI K TEXHHMKE O€30MacHOCTH INpH paboTe ¢ 00OpyIOBaHUEM.
OTtpaboTKa HaBBIKOB OKa3aHUS MEPBOM TOMOIIIH.

2. Ydacrtue B pa3paboTKe METO/IOB, CPEICTB U TEXHOJIOTUN MPUMEHEHUs 00bEeKTOB PO eCCHOHATBHON AeITeTbHOCTH.

3. [IpoBenenue npohuIaKTHIECKUX paboT Ha 00BEKTAX CETEBOM MH(MPACTPYKTYPhI U paOOYUX CTAHIIHSIX.

4. Yyactue B UWHBEHTapHU3allMl TEXHUYECKUX CPEICTB CETeBOW WHMPACTPYKTYPHI, OCYIIECTBICHHE KOHTPOIIS
MOCTYMHBIIIEr0 U3 PEMOHTa 000pYy10BaHUSI.

5. Ananmn3 coOpaHHBIX MaTepUaJIOB M MOATOTOBKA OTYETA.
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Koncyabranuu

HpOMe)ICYTO‘lHaﬂ aTrecranus

18

IK3aMeH (KBAJIM(PUKAIMOHHBIH)

18




4. YCJOBUSA PEAJINBAIIMU TPOPECCUOHAJIBHOI'O MOAYJIA

4.1. MarepuajnbHO-TeXHHYeCKOe ofecrieyeHHe MNPoPecCHOHAIBLHOIO0 MOAYJIS
IIM.01 BoinosiHeHHe padoT MO NMPOEKTHPOBAHUIO CeTeBOM HH(PPACTPYKTYPHI
Peanu3zanusa npodeccuoHaIbHOro MOAYIs TpeOyeT HATMYuUsl y4eOHbIX KAOMHETOB:

A) Kaduner nunopmarukm.

OcHalleHHOCTh Y4eOHOro KaOuHeTa:

KomrutekT mebenu 11t yaeOHOTo Imporecca

MynpTrMenuiiHoe  00OpyIOBaHWE:  MEpPCOHalbHBIE  KOMIbIOTEpHl  — 12
T, (TTOAKIFOYEHHBIC K JIOKATIHbHON BBIYMCIUTENIbHON ceTh U ceTu «MuTepHer»): I1K 3
- ICL RAY $902.3, monutop ViewSonic VA2038W-LED; mouutop 19" ViewSonic
TFT 19" VA916; cucrememusiii 0ok P-Athlon64 X2 6000/1024*2M6/320 Gb/
KJaBuatypa/mbiiib/koBpuk; ckanep MUSTEK Bear Paw 2400; npuntep Canon LBP-
1120; mpoekTop MyabTUMeaniHbBIN Hitachi; kanbKynsaTopsl.

CpenctBa o0yuyeHus: ydeOHas JIOCKa, CHPAaBOYHBIE IMOCOOMS M JUAAKTUYECKUN
MaTepual, Meauareka (MyJlIbTUMeaua pa3paboTKU U MPE3EHTAMU K yPOKaM ), 3KpaH.

b) JlaGoparopusi opraHu3anuyd ¥ NPUHIMIOB NOCTPOEHHSI KOMIbITEPHBIX
CHCTEM.

OcHalleHHOCTh Y4eOHOro KaOuHeTa:

Kommuiekt Mebenu jyist yaeOHOTro mpoiiecca.

MynsTuMenuiinoe obopynosanue: komnetorepsl — 28 wr.: [IK RAMEC GALE LCD
LG 23"/Intel i5 4590/MSI B85M-E45/2x4DDR3/GT740 2Gb/500Gb/knaB, MBIk,
IIK S404,2 400W/Intel Core 13 540/knaB., mbib, MoHUT. 21,5" VA2248-LED; TIK
ICL RAY S902.1, xnaBuar., Mbiinb, Mouutop ViewSonic 22" VA2232W-LED;
npuntep Canon LBP 1120; mnpoexktop wmymnstumenuiinbiii Hitachi CP-EX250;
npoektop myiastuMmenuiiabiii Hitachi CP-EX251N.

CpencrBa 00ydenus: uctouyHuk Oecnepedorinoro nmutanus APC Smart-UPS 1000VA,;
xommytarop Cisco Catalyst 2960; kommyrarop Trend Net N-Way Switch TEG
S160TX; xommyratop WS-C2960-48TT c xonBepropoM; kommyTtaTop JIBC;
kommytatop Cisco Catalyst WS-C2960; IP- Bumeokamepa Nikvision, 2 mrT.;
nporpaMMHoO-TexHu4Yeckuit komriieke WS-C2960-48TS ¢ ycTaHOBIEH. mporpam.
oboecrieuenneMm; Ttouka goctyma CISCO CAP 26021-R-K9; nocka wmapkepHas
120x240 cm;

B) Ctynusi mpoekTHpPOBAaHHUS W JAU3aiiHA CeTeBBIX APXUTEKTYP M HHKEeHEPHOM
rpagpuku.
OcHarieHHOCTh Y4eOHOro KaOuHeTa:
Kommiekt Mebenu jy1st yaeOHOTro mpoiiecca.
MynbTuMenuiHOe 000pya0BaHUE: KOMIBIOTEpHl — 12 mT.: kommbiorep RAMEC
GALE Custom i3-3200/4I'b/ mouutop LCD 21.5", kiaBuart., Mbliib, npuatep HP
Laser Jet 1020, mpoekTop mymbTuMeanitHbiid Sanuo PLC-XD2600.
CpenctBa o6ydenusi: crena jadoparopusiii "[IJINC", skpan HaCTEHHBIN PYIOHHBIN
200x200 cm.
IlepeyeHb JTUIIEH3MOHHOT O MPOTPAMMHOI0 00ecTiedeHUsl:

— 1C: Jokymentoo6opot 8 KOPII (umen3us Ne75027601);

— 1C: Ipennpusitue 8. Kommutekt nist oOyuenust (murieH3ust Ne§922961);




— Microsoft Access (nmunensus NeIM123460);

— Microsoft Office Standard (mumensus Ne66059532 OPEN 96044930ZZE1711);

— Microsoft Project Professional (numensus NelM123460);

— Microsoft Visio Professional (sutiensus NeIM123460);

— Microsoft Visual Studio Enterprise (umensus NeIM123460);

— Microsoft Windows Enterprise (numensus NeIM123460);

— komruiekt TAPAHT—Macrep (nunensust Ne12—-40272-000898);

— Arent Dr.Web (imunensus Ne QS34-HC7C-SD53-K5L.2);

— komrutekT 1O nmst pemennst OCHOBHBIX MOJIB30BATEIBCKUX 3aa9 (CBOOOIHO
pacmp. I10);

— CnpaBounas npaBoBasi cucrema «KoncynabtanT [Imocy (KOHTpakT
Ne2025 CB 2 ot 04.12.2024r)

JloroBopbI 0 NPAKTHYECKOM MOAT0TOBKE:

- AO «Mapwuiickuii MmammHocTpouTeabHbIN 3aBoa» Jlorosop Ne 1/2021 ot 01.02.2021
— 0eCCpOYHBIH.

- Oumuan [MAO «Pocrenekom» B Pecniyonuke Mapuit On JloroBop Ne 83/2021 ot
27.01.2021 — 6GeccpOYHBIii.

4.2. NudopmaunoHnoe oOecnedenue mnpodeccuonasbHoro monyas I1M.01
BoinosiHenune padoT Mo NPOEeKTHUPOBAHUIO ceTeBOil HHPPACTPYKTYPbI
OcHOBHas M JAONOJIHUTEIbHAS JUTEPATYPA

No KomnaectBo

n/m . 9K3EMIUIIPOB,
Crnncok MCnoab3yeMo JINTepaTypbl
UMEIOIINXCS B

(newammuvie uzoanusi, s1eKMponHble U30AHUSL 3 NOCTIeOHUe 5 lem) UG IOTeKe. HIN
b

cceuika Ha DBC

OCHOBHAS JIMTEPATYPA
1 |MaxkcumoB, H. B. Komnsiotrepuoie cetu: ydeObHoe mocobue / H.B.| DnexkTpoHHBIH
Maxkcumos, U.U. TlonoB. — 6-¢ u3xa., mepepad. u gom. — MockBa : pecype

O®OPYM : UHD®PA-M, 2022. — 464 c. — (Cpeanee npodeccuoHaibHOe
obpazoBanme). - ISBN 978-5-00091-454-0. - Tekct : 3JIEKTPOHHBIA. -
URL.: https://znanium.com/catalog/product/1714105

2 |CepreeB, A. H. OcHOBBI JIOKaJbHBIX KOMITBIOTEPHBIX ceTedl / A. H.| DnexrpoHHBIN

CepreeB. — 3-¢ usn., crep. — Cankr-IletepOypr : Jlans, 2023. — 184 c. pecypc
— ISBN 978-5-507-46832-4. — Tekct: osnexkTpoHHbld / JlaHb
ANEKTPOHHO-OUOIMOTeUHAS cucTema. — URL:

https://e.lanbook.com/book/321215

JOIIOJIHUTEJIbHASA JINTEPATYPA

1 |IIyroBkuH, A. B. OcHOBBI MOCTpOCHHUS MH()POKOMMYHHKAIIMOHHBIX CETeH | DIIEKTPOHHBIN
u cucrem / A. B. Ilyroskun, JI. A. I[TokamecroB, 5. B. KprokoB. — 2-¢ pecypce
u3., mepepad. u gon. - Cankr-IlerepOypr: Jlans, 2021. — 176 ¢. — ISBN
978-5-8114-5905-6. — Texcr: »1ekTpoHHBIN // JlaHb : 3JIEKTPOHHO-
onbmoteunas cucrema. — URL: https://e.lanbook.com/book/156402

2 |Yexmapes, FO. B. JlokanpHbIe BEIYHCIUTENbHBIE CETH | yueOHOE TocoOue | DIeKTPOHHBIN
/ HO. B. Uekmapes. - 3-e u3a. - Mocksa : JIMK Ilpecc, 2023. - 201 c. - pecypc
ISBN 978-5-89818-470-4. - Tekcr : osnextponHbid. - URL:
https://znanium.com/catalog/product/2106240

3 |CoaoneBuu, A. B. Komnsiorepusie ceti : yueOHuk / A. B. CosoneBHuY. - | DIeKTpOHHBIN



https://znanium.com/catalog/product/1714105
https://e.lanbook.com/book/321215
https://e.lanbook.com/book/156402
https://znanium.com/catalog/product/2106240

Munck : PUIIO, 2021. - 208 c. - ISBN 978-985-7253-43-2. - TekcrT : pecypce
anexktponHsbiit. - URL: https://znanium.com/catalog/product/1854597

Bapunos, B. B. Komneiorepasie cetu: : ydyeOHHMK Ui CTYA. | OJIEKTPOHHBIN
yupexxaeHuil cpen.npod. odbpazosanus/ B. B. bapunos, . B. bapunos, pecypc

A. B. [lponerapckuii, A. H. IIpuibkun — 4-e usg., ucnp. u jgom. — M.:
W3narenbckuii neHTp «Akagemus», 2021, — 192 c. ISBN 978-5-4468-
9925-8



https://znanium.com/catalog/product/1854597

5. KOHTPOJIb n OLLEHKA PE3YJIBTATOB OCBOEHUA
IMPOPECCHOHAJIBHOI'O MOAYJIA

KoOHTpoib M oOleHKa pe3yJbTaTOB OCBOEHUSA MNPOPECCUOHAIBHOTO MOIYIS
OCYILECTBIISIETCSl IpernoaaBarenaeM B (opMe TEKYIIEro KOHTPOJIS YCIEBAEMOCTH U
IIPOMEKYTOYHOU aTTECTALIAH.

[IpoMexxyTouHas aTTecTalusi UMEET LENbI0 OMPEACIUTh CTENEHb JOCTUKEHUS
3alUITAHUPOBAHHBIX PE3YyJIbTaTOB OOY4YEHHs] MO MNPOPECCHOHATBHOMY MOIYIIO 32
nepuoa odydeHus. dopma NpoOMEKYTOUHOM arrectaruu - IuddepeHIrpOoBaHHBIMN
3aueT, dK3aMeH, dK3aMeH (KBaIu(pUKAIMOHHBIN).

Texkymuii KOHTPOJIb YCIEBAEMOCTH OCYIIECTBIIIETCA B MPOLIECCE MPOBEIECHUS
MPAKTUYECKUX 3aHATUH U JaOOpaTOpHBIX pabOT, oOecreyuBaeT OLICHMBAHUE XOJa
OCBOEHHUSI MOYJIS.

@opMBbI TEKYLIETO0 KOHTPOJS YCHEBAEMOCTH: TECTUPOBAHME, YCTHBIM OIpoC,
JTOKJIa]1bl, BBITMIOJHEHHE MPAKTUUYECKUX U Ja00paTOpHBIX padoT.



Kon dhopmupyemoit

Pe3ynbTatel 00yueHus mo

pohecCuOHAILHOMY MOJYJIIO

Ne | HaumenoBanue TeMbl DopMbl KOHTPOJIS
KOMIIETEHLIUH yMETh 3HATh
MJIK.01.01 KOMIIBIOTEPHBIE CETU
1 | Tema 1. BBenenue B K 1.1. —  IPOEKTHPOBATH —  obOmme npuHIMITEL | TEKyIMiA KOHTPOJb Iejarora B
CETEBBIC TEXHOJIOTHH. IIK 1.2. JIOKaIIbHYIO CETh, BBHIOMPATH | IIOCTPOEHUsS  CETeH,  ceTeBhIX | POpME OLEHKM peleHms 3anad,
MK 1.3. CETeBBIE TOMOJIOTHU; TOIOJIOTHH, MHOTOCJIOWHOM | 3aIUTBl Ja0OPaTOPHEIX paboT.
IIK 1.4. —  HCIIONB30BATH momean  OSI, TtpeGoBanmii k| UTOroBelii KOHTpOIbL B (opme
1K 1.5. MHOTO()YHKIIMOHAIbHBIE KOMIIBIOTEPHBIM CETSM; JK3aMeHa
OK.01-OK.11 puOOopHI MOHUTOPHHIA, | — aAPXUTEKTYPY IPOTOKOJIOB, | (KBaTH(QHKALHOHHOTO).
MIPOrpaMMHO-aIapaTHbIE CTaHJAPTU3AIMMA CETEeH, ITaroB
cpencTBa TEXHUYECKOIO | MIPOEKTUPOBAHUS CeTeBOI
KOHTPOJISL JIOKAJIbHOW CETH. UH(PACTPYKTYPHI;
2 | Tema 2. [TpuHIUTIBI K 1.1. — Oazosbie HpOTOKOHHU 1
MAPIIPYTH3AIHH H K 1.2. TEXHOJIOTUHU JIOKAJIbHBIX CETEH;
KOMMYTAIIHH. K 1.3. —  TIPUHLMIIBI MOCTPOSHUS
MK 1.4. BBICOKOCKOPOCTHBIX  JIOKQJTbHBIX
[IK 1.5. ceren,
OK.01-OK.11 —  CTaHJapThI Kabenen,
OCHOBHBIE BH/IBI

KOMMYHUKAIIMOHHBIX  YCTPOWCTB,
TEPMUHOB, TTOHATUH, CTAHIAPTOB U
TUTIOBBIX 3JIEMEHTOB
CTPYKTYPUPOBAaHHOM  KaOembHOU
CHCTEMBI.




MJIK.01.02 OPTAHW3 AU, TPUHIUIIBI IOCTPOEHUS U ®YHKIIMOHUPOBAHMS KOMIIBIOTEPHBIX CETEN

Tema 1. K 1.1.
MapupyTtuszanus u IIK 1.2.
KOMMYyTaIusl. IIK 1.3.
MacmtabupoBanue IIK 1.4.
CeTeHl. [IK 1.5.
OK.01-OK.11
Tema 2. CoenuHenue MK 1.1.
CETeH. MK 1.2.
IK 1.3.
[1IK 1.4.
[K 1.5.

OK.01-OK.11

—  INPOEKTUPOBAThH
JIOKaJIbHYIO CETh, BBIOMpATH
CETEeBBIE TOMOJIOTUH;

—  HCIOJIb30BaTh
MHOTO(YHKIIMOHAJIbHBIE
puOOopHI MOHHUTOPHUHTA,
IporpaMMHO-annapaTHbIe
cpencrsa TEXHUYECKOTO
KOHTPOJIS JIOKAJIbHOU CETH.

—  oOmwue HPUHLUIIBI
MOCTPOCHUSI ~ CETe,  CETEBBIX
TOIOJIOTHH, MHOTOCJTIOHHOI

momemu  OSI, TpeboBamuii K
KOMITBIOTEPHBIM CETSIM;

—  apXUTEKTypy MIPOTOKOJIOB,
CTaHJIAPTH3AIMU  CETeH, OTaroB
MIPOEKTUPOBAHUS CEeTEeBOMU
UH(PACTPYKTYPHI;

— 0a3oBbIE MTPOTOKOJIBI u
TEXHOJIOTUH JIOKAJIBHBIX CETEN;

—  MPUHIUIIBI MOCTPOCHUS
BBICOKOCKOPOCTHBIX  JIOKQJIbHBIX
cereit;

—  CTaHJApThI Kabeeii,
OCHOBHBIE BHUIIBI

KOMMYHHKAIIMOHHBIX  YCTPOWCTB,
TEPMUHOB, ITOHATHH, CTAaHIAPTOB U

THUIIOBBIX JJIEMEHTOB
CTPYKTYpHpPOBAaHHON  KaOenpHOU
CHCTEMBI.

Texkyuuii KOHTPOJIb Meaarora B
dbopMe OIeHKM pelieHHs 3ajad,
3alUTHI JAOOPATOPHBIX

pa®oT. MTOroBbIii KOHTPOIbL B
dbopMme rK3aMeHa
(KBaIM(PUKALIIOHHOT 0).




Kpurepun oneHnBaHusi pe3yjbTaTOB OOyYeHHS MO0 MNPOPecCHOHATBLHOMY
MOAYJII0, IIKAJIA OllCHUBAHUA

Kpurepuu orieHUBaHMS:

- YCBOCHHME MPOrpaMMHOr0 TEOPETUUECKOro Marepuaia (00beM 3HaHUU, TTyOuHa
YCBOCHHS);

- YMEHHUE H3JIarath MPOrpaMMHBIA Marepuan (4eTKOCTh, TPAMOTHOCTh U3JIOXKEHUS
Marepualia, TOYHOCTh M MOJHOTa BOCITPOU3BECHUS yUeOHOTO MaTepuana);

- YMEHHE NPUMEHATH TEOPETUUECKUE 3HAHUS HA MMPAKTUKE.

[lIkana OllCHUBAHUSL:

PesynpraTel cmaunm nmuddepeHImpoBaHHOTO 3adeTa, JK3aMeHa, HJK3aMeHa
(kBamM(UKAIIMOHHOTO)  OIIEHUBAIOTCS MO  IIKaJNe  «OTJIMYHO», «XOPOIIOY,
«YIOBJIETBOPUTEIBHOY, «HEYAOBIETBOPUTEIBHOM.

OrneHka «OTJIIMYHO» BBICTABISICTCA OOYYaIOMIEMYCsl, KOTOPBIA TJIyOOKO W
IIPOYHO YCBOWJ NPOrpaMMHBIA MaTepHall, MPOSBISAECT 3HAHUE OCHOBHOU U
JONOJIHUTENIbHOW JIUTEPATYPBI, TPAMOTHO, JIOTUYECKA CTPOMHO U ApryMEHTUPOBAHO
M3JlaraeT Marepuall, JaeT UCUEPIIbIBAIOIME OTBETHI HA MOCTaBJICHHBIE BOMPOCH. B
OTBETE€ TECHO YBS3BIBAECTCA TEOPHUS C MPAKTUKOW, MpU ITOM OOY4YaIOIIMICS HE
3aTPYyJHSAETCA C OTBETOM IPU BUJIOM3MEHEHUU 3aJaHMs, CBOOOJIHO CIPABISETCS C
MPaKTUYECKUMHU 33JIaHUSIMU.

OneHka «XOpOIIO» BBICTABISIETCS OOy4YalOIIEMYCs, TBEPAO 3HAIOIIEMY
MpOrpaMMHBIA MaTepuall, KOTOPbIA H3JaraeT €ro rpaMoTHO M MO CYIIECTBY, HE
JIOMYCKAeT CYIIECTBEHHBIX HETOYHOCTEM B OTBETE Ha BOMNPOC, MPABUIHHO
MIPUMEHSIET TEOPETUUYECKHUE MOJIOKEHUSI MPU PEHICHUU MPAKTUUYECKUX BOIMPOCOB U
3aJlay, He UCTIBITHIBACT 3aTPYAHEHUM C OTBETAMU Ha BOIPOCHI.

OleHKa «yJIOBJIETBOPUTEILHO» BBICTABISICTCS OO0yYaromemycsi, KOTOpPbIA
MMEET 3HaHUs TOJIbKO OCHOBHOIO MarepHalia, HO HE YCBOWJ €ro JeTaleu,
JIOMYCKaeT HETOYHOCTH, HEJIOCTATOUYHO TMpaBUJIbHBIE (OPMYJIUPOBKH, UCIBITHIBACT
3aTpyIHEHUS MPHU BHITIOJTHEHUN MTPAKTUYECKUX PaOOT.

OreHKa «HEYTOBJICTBOPUTEIHLHO» BBICTABISIETCS 00y4aIOMEMyCsi, KOTOPBI HE
3HAET 3HAYUTEJIBHOM YacTU MPOrPaMMHOI0 MaTepHalia, JAOMYCKAeT CYUIECTBEHHBIC
OIMMOKHA, HEYBEPEHHO, C OOJIBIIMMH 3aTPyJHEHUSMH BBITIONHSACT MPAKTHUYCCKUE
paboTHLI.




JlonmosiHeHNsI 1 MI3MEHEHUs K padoyeil mporpaMmMe Ha y4eOHbI rox

JlomonHeHus: U u3MeHeHus K padoueit mporpamme Ha 2024-2025 yueOHBIM T0/
1o npodeccronanbHoMy Moaysto [IM.01 BeinosHeHue paboT mo NpoeKTUPOBAHUIO
cereBoM MHQPACTPYKTYphl: B pa3zien YCIOBUS pealu3alii IpodecCHOHAIbLHOrO
Moaynst (nyHkT MH@opmanuoHHoe oOecreueHrne NpoPecCUuOHANIBHOIO MOJYJIS)
BHECEHBI U3MEHEHHS B COUCOK OCHOBHOU M JIONOJTHUTEIbHOW JUTEPATYPHL.
JloronHeHus: 1 U3MEHEHUs B pabodeil mporpamMme oOCYKICHBI Ha 3aceJaHUH
[THK nHpOpMAaIMOHHBIX TEXHOJIOTHH.

«30» aBrycra 2024r. (mpotokoa Ne 1)

[Mpeacenarens IT1K [ f/\—/Z /J1.N.JIorunosa/
_/



JlonmosiHeHNsI 1 MI3MEHEHUs K padoyeil mporpaMmMe Ha y4eOHbI rox

JlomonHeHus: U u3MEeHeHus K padoueit mporpamme Ha 2025-2026 yueOHBINM 10/
o npodeccronaibHoMy Moaysto [IM.01 BeinosiHeHre paboT 1O MPOSKTUPOBAHUIO
cereBoM MHQPACTPYKTYphl: B pa3zien YCIOBUS pealu3alii IpodecCHOHAIbLHOrO
Moaynst (nyHkT MH@opmanuoHHoe oOecreueHrne NpoPecCUuOHANIBHOIO MOJYJIS)
BHECEHBI U3MEHEHHS B COUCOK OCHOBHOU M JIONOJTHUTEIbHOW JUTEPATYPHL.
JloronHeHus: ¥ U3MEHEHUs B pabodeil mporpaMmMe oOCYKIEHbI Ha 3aCeIaHuu
[THK nHpOpMAaIMOHHBIX TEXHOJIOTHH.

«30» aBrycra 2025r. (mpotokos Ne 1)

[Mpencenarens TTK [ f/\—/Z /J1.1.Jlorunosa/
C/



